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Abstract

In this paper we propose a new family of algorithms for training adversarially robust
deep neural networks. We formulate a new loss function that uses an entropic
regularization. Our loss function considers the contribution of adversarial samples
which are drawn from a specially designed distribution that assigns high probability
to points with high loss from the immediate neighborhood of training samples. Our
data entropy guided SGD approach is designed to search for adversarially robust
valleys of the loss landscape. We observe that our approach generalizes better in
terms of classification accuracy robustness as compared to state of art approaches
based on projected gradient descent.

1 Introduction

Deep neural networks have led to significant breakthroughs in the fields of computer vision [1],
natural language processing [2]], speech processing [3], recommendation systems [4] and forensic
imaging [5]. However, deep networks have also been shown to be very susceptible to carefully
designed “attacks" [6} (7, 8]. In particular, the outputs of networks trained via traditional approaches
are rather brittle to maliciously crafted perturbations in both input data as well as network weights [9].

Formally put, suppose the forward map between the inputs z and outputs y is modelled via a
neural network as y = f(w;x) where w represents the set of trainable weight parameters. For a
classification task, given a labeled dataset {x;,y;},% = 1,...,n, the standard procedure for training
neural networks is to seek the weight parameters w that minimize the empirical risk:

n
= argmin = 3 L(f(w; 31), 1) = £(X; Y, w).
Rt
However, the prediction §(z) = f(i;x) can be very sensitive to changes in both w and x. For
example, if a bounded perturbation to a test image input (or to the neural network weights) is
permitted, i.e. §J; = f(w;x; + ;) where §; represents the perturbation, then the predicted label gj;
can be made arbitrarily different from the true label y;.

Several techniques for finding such adversarial perturbations have been put forth. Typically, this can
be achieved by maximizing the loss function within a neighborhood around the test point = [10, [11]:

Tworst = arg max L(f(w;x + 9),y) (D
SEA,
The perturbation set A, is typically an £, ball for some p € {0, 1,2, c0}. We discuss several attack
models in the next section.

The existence of adversarial attacks motivates the need for a “defense” mechanism that makes the
network under consideration more robust. Despite a wealth of proposed defense techniques, the
jury is still out on how optimal defenses should be constructed [[12]. Broadly, there seem to be two

Preprint. Under review.



families of effective defenses. The first involves adversarial training [11]. Here, an adversarial input
is discovered by solving and added to the training dataset; this has the effect of optimizing a
robust version of the empirical risk:

1 n
b = mi — L 1T +90),Y5)-
= min max - ; (f(w; i + 6), 1)
The second involves randomized smoothing. Here, both training the network as well as the inference
made by the network are smoothed out over several stochastic perturbations of the attack example
(13,114} [15]). This has the effect of optimizing a smoothed-adversarial version of the empirical riskﬂ

In this paper, we propose a new approach for learning adversarially robust neural networks. Our key
conceptual ingredient underlying our approach is entropic regularization. Borrowing intuition from
[[L6l], instead of the empirical risk (or its adversarial counterpart), our algorithm instead optimizes
over an local entropy-regularized version of the empirical risk:

W = arg min L(X";Y,w)
w X/

Z L exp (E(X’;Y,w) - %HX - X’||§>] ax'. ()

Intuitively, this new loss function can be viewed as the convolution of the empirical risk with a
specific Gibbs distribution to sample points from the neighborhoods X’ of the training data points
X. Therefore, compared to adversarial training, we have replaced the inner maximization with an
expected value with respect to the Gibbs measure which is matched to the geometry of the perturbation
set.

Since the above loss function is difficult to optimize (or even evaluate exactly), we instead approximate
it via Monte Carlo techniques. In particular, we use Stochastic Gradient Langevin Dynamics [17],
which is well-known to be scalable to large datasets. In this manner, our approach blends in elements
from both adversarial training as well as randomized smoothing.

To summarize, our specific contributions are as follows:

1. We propose a new entropy-regularized loss function for training deep neural networks (Eq. |2)) that
is a robust version of the empirical risk.

2. We propose a new Monte Carlo algorithm to optimize this new loss function that is based on
Stochastic Gradient Langevin Dynamics. We call this approach Data-Entropy SGD (DESGD).

3. We show that DESGD-trained networks provide improved (robust) test accuracy when compared
to existing defense approaches.

In particular, we are able to train an ¢, -robust CIFAR-10 model to 41.8% accuracy at attack level
e = 8/255, which is higher than the latest reported levels for defenses based on both adversarial
training as well as randomized smoothing [[11} 18} [15].

2 Relation to Prior Work

Due to tight space constraints, our review of related work will unfortunately be incomplete. See [19]
for a more thorough review of the literature.

Evidence for the existence of adversarial inputs for deep neural networks is by now well estab-
lished [20} 21} [22] 23], 24} 25]]. Let us focus on image classification. The majority of attacks have
focused on the setting where the adversary confounds the classifier by adding an imperceptible
perturbation to a given input image. The range of the perturbation is pre-specified in terms of bounded
pixel-space £,-norm balls. Specifically, an £,- attack model allows the adversary to search over the
set of input perturbations A, . = {6 : ||0]|, < €} for p = {0,1, 2, 00}.

Initial attack methods, including the Fast Gradient Sign Method (FGSM) and its variants [26} 27} 28]].
proposed techniques for generating adversarial examples by ascending along the sign of the loss

gradient:
Tady = T + ngn(VmL(f(uAjy "E), y))a

!The latter family of methods has the additional benefit of being certifiably robust: all points within a ball of
a given radius around the test point are provably classified with the correct label.



where (244 — %) € Aco,. Madry et. al. [11] proposed a stronger adversarial attack via projected
gradient descent (PGD) by iterating FGSM several times, such that

g =Toyn,, (2" + asgn(VL(f(; ), 1)),

where p = {2, 00}. These attacks are (arguably) the most successful available attack techniques
reported to date, and serve as the basis of our comparisons.

For given attack models, several defense strategies have been developed. In [[11], adversarial training
is performed via the min-max formulation Eq.[I6] The inner maximization is solved using PGD, while
the outer objective is minimized using stochastic gradient descent (SGD) with respect to w. This can
be slow to implement, and speed-ups have been proposed in [29] and [18]]. In [30, 14} 13} [15], the
authors developed certified defense strategies via randomized smoothing. This approach consists of
two stages: the first stage consists of training with noisy samples, and the second stage produces an
ensemble-based inference. [[19] contains a detailed overview of attack and defense models.

In a different line of work, there have been efforts towards building neural network networks with
improved generalization properties. In particular, heuristic experiments by [31} 32} 33]] suggest that
the loss surface at the final learned weights for well-generalizing models is relatively “flat". Building
on this intuition, Chaudhari et. al. [16] showed that by explicitly introducing a smoothing term (via
entropic regularization) to the training objective, the learning procedure weights towards regions
with flatter minima by design. Their approach, Entropy-SGD (or ESGD) is shown to possess better
generalization properties in deep networks. We leverage this intuition, but develop a new algorithm
for training deep networks with better adversarial robustness properties.

3 Problem Formulation

The task of classification, given a training labelled dataset {z; € X,y;}, i € {1,...,n},
consists of solving the standard objective by optimizing weight parameters w, such that
min,, % S L(f(w; ), y:), where y; is a one-hot class encoding vector of length m and m

is the total number of classes. The training data matrix itself is stored as X € R™*? and labels in
Y € R™ where we have access to n training samples which are d-dimensional each. Given this
formulation, the primary task is to minimize the Cross Entropy Loss (CEL) function £, which can be

defined as follows:

1 . .
Llw; X,Y) = —— ;(1 yi) log(1 = i) + yi log(g:)- 3)
Several existing optimization methods from the literature can be used to perform this minimization,
including Stochastic Gradient Descent (SGD), ADAM, and Adagrad. In this paper, we design an
augmented version of the loss function in Eq. 3] and also introduce a procedure that we call Data-
Entropy SGD to minimize the same. We first recap the Entropy SGD [16]]; see also Appendix [A]of
the supplement. Entropy-SGD considers an augmented loss function of the form:

Lent(w; X,Y) = —log (/ exp <—£(w';X, Y) - %Hw — w'||§> dw'> 4)

By design, minimization of this augmented loss function promotes minima with wide valleys. Such
a minima would be robust to perturbations in w, however may not be necessarily be advantageous
against adversarial data samples x,4, (see Section EI) In our experiments section below we show
that Entropy-SGD offers comparable (or even worse) robustness to adversarial attacks compared to
standard SGD.

For the task of adversarial robustness, we instead develop a data-dependent version of Entropy-SGD.
To model for perturbations in data instead of weights, we design an augmented loss that regularizes
the data space. Note that we are only looking at specific perturbations that increase the overall loss
value of prediction. In order to formally motivate our approach, we first make some assumptions.

Assumption 1. The distribution of possible adversarial data inputs of the neural network obeys a
positive exponential distribution of the form below, where the domain of L(X;Y,w) is bounded:

Z,yexp (BL(X;Y,w)) if 0<L(X;Y,w) <R,

p(X;Y,w,ﬁ)={ v

0 if L(X;Y,w)> R, )



and Z,, g is the partition function that normalizes the probability distribution.

Intuitively, the neural network is more likely to “see" perturbed examples from the adversary cor-
responding to higher loss values as compared to lower loss values. (The parameter R is to chosen
to ensure that the integral of the probability curve is bounded.) When the temperature parameter
B — oo, the above Gibbs distribution concentrates at the maximizer(s) of £(X;Y, w), where X is
the “worst possible" set of adversarial inputs to the domain of the loss function for fixed weights w.

Assumption 2. Set § = 1. A modified distribution, (without loss of generality, setting § = 1) with
an additional smoothing parameter, assumes the form:

Z . exp (C(X Y, w) — 2| X' = X[|2) if 0<L(X;Y,w)<R
X/XY = X,w,y [ 2 F = sy 4y >~
(6)

where Zx . ~ 1S the partition function that normalizes the probability distribution.

Here ~y controls the penalty of the distance of the adversary from true data X; if v — oo, the sampling
is sharp, and this corresponds to no smoothing effect, which is the same as minimizing the standard
loss, meanwhile v — 0 corresponds to a uniform contribution from all possible data points in the
loss manifold.

Now, we develop an augmented loss function which incorporates the probabilistic formulation in
Assumption 3| The standard objective can be re-written as the functional convolution:

min L(w; X,Y) := min ( L(X;Y,w)d(X — X')dX')
w w X/

which can be seen as a sharp sampling of the loss function at training points X . Now, if we define the

Data-Entropy Loss as:

Laclws X,¥) = [ LOC Y wpp(X X, Yo )dX ™
our new objective is to minimize this augmented objective function L4 (w; x), which resembles
expected value of the standard loss function sampled according to a distribution that (i) penalizes
points further away from the true training data (ii) boosts data points which correspond to high loss
values. Specifically, the adversarial samples generated by the distribution in Assumption [3] will

correspond to those with high loss values in the immediate neighborhood of the true data samples.

If gradient descent is used to minimize the loss in Eq. /| the gradient update corresponding to the
augmented loss function can be computing as follows

ViLae(w; X,Y) =V, [ LXY, w)p(X; XY, w,7)dX’
X/

= VuEx/apxn [L(X1 Y, w)] ®)

Correspondingly, the weights of the network, when trained using gradient descent, using Eq. |8 can
be updated as

wt =w — NV Lie(w; X,Y) )
where 7) is the step size. The expectation in Eq. [§]is carried out over the probability distribution
of data samples X’ as defined in Assumption This can be seen as the adversarial version of the
formulation developed in Entropy SGD [16], where the authors use a Gibbs distribution to model an
augmented loss function that explores the loss surface at points that are perturbed from the current
weights w, denoted by w’ (see Appendix of the supplement). In contrast, in our approach, we
consider loss contributions from perturbations X’ of data points X. This analogue is driven by the
fact that the core objective in [16] is to design a network which is robust to perturbations in weights,
where as the core objective of this paper is to design a network that is robust to perturbations in the
inputs.

The expectation in Eq. []is computationally intractable to optimize (or evaluate). However, using the
Euler discretization of the Langevin Stochastic Differential Equation [17], it can be approximated
well. Samples can be generated from p(X") as:

XM = X' 4 Vs log p(X7) + /217N (0, T) (10)



Algorithm 1 Data Entropy SGD

I: Input: X = [Xp,,Xp,...Xg,], f,n,7,w=uw’ e
2: fort=0,---T —1do
(outer loop of SGD)
3: forj=1,---Jdo
(scan through all batches of data)

4: 20—z +6; (Vo € X B;, L is number of samples generated using Langevin dynamics}

5: w0

6: fork=0,---,L—1do

7: da'™ ;L 370 Ve L(f (w' 7)) + y(a* — 2™%)

8: o 'k o/ da’ + /217eN (0, 1) {Langevin update}

9: pF = 530, ex, L(w';z"1) {augmented batch loss for X, }
J

10: W= (1 + k)

11: end for

12: dLt + V1Y

13: wit! «— wt — ndL?

14:  end for

15: end for

16: Output 1 + w”

where 7’ is the step size for Langevin sampling, ¢ is a scaling factor that controls additive noise. In
Langevin dynamics, when one considers the starting point of X’% ~ A(0,T) then the procedure above
yields X't that follows the distribution p(X’). Intuitively, the stochastic process X't is more
likely to visit points in the immediate neighborhoods of the entire training dataset X corresponding
to high loss values.

Observe that X’ and X have the same dimensions and the gradient term in the above equation needs
to be computed over n, d-dimensional data points. In practice this can be computationally expensive.
Therefore, we discuss a stochastic variant of this update rule, which considers mini-batches of training
data instead, in a subsequent subsection. Plugging in the distribution in Eq[5] and using the Euler
discretization for Langevin Stochastic Differential Equations, the update rule for sampling X’ is

XM = X 4V e (ﬁ(X’t;Kw) - %IIX — X“II%) + V29N (0,1)
— X" 4 gV L(X Y, w) + (X — X') 4 /20N(0,T) an

where we have incorporated Zx .- in the step size 7). Note that as the number of updates ¢ — oo, the
estimates from the procedure in Eq. converge to samples from the true distribution p(X"). We then
want to estimate estimate V., L4 (w; X,Y) = Vy,Ex/pxr) [L(w; X',Y)] using this sampling
procedure.

Since X' ~ p(X'), the expected value of a function of X’ can be derived by simply using a sample
mean of the sequence of iterates produced by the Langevin procedure [[17] as is typical in the Markov
Chain Monte Carlo (MCMC) literature. One can estimate E x/,(x) [L(w; X/, Y)} by averaging
over many such iterates generated from this process.

Batch-wise updates for stochastic gradient estimates: As is typical with large datasets, instead of
using the entire training data for computing gradients in Eq. [§|and Eq. [I0] one can use batch-wise
data where the training data is segmented into .J batches [Xp,, Xp, ... Xp,]. This is essentially a
combination of Stochastic Gradient Descent and Langevin Dynamics and is known as Stochastic
Gradient Langevin Dynamics in recent literature [[17)]. We discuss this adaptation in further detail in
Appendix Blin the supplementary material.

This discussion effectively leads to the algorithm shown in Algorithm [T} which we refer to as Data
Entropy SGD (or DE-SGD).

Comparison to PGD-SGD: In [11] the authors use adversarial training to produce robust networks
from scratch against universal first order attacks generated using PGD. This setup is described in [11]



(see also Algorithm [3]in Appendix [C]of the supplementary material for reference) and we will call
this PGD-SGD.

It is easy to see that the updates of the robust training algorithm in [11] (Algorithm 3] Appendix|[C}
supplement) are similar to that of Algorithm|[I] consisting broadly of two types of gradient operations
in an alternating fashion - (i) an (inner) gradient with respect to samples X (or batch-wise samples
X ;) and (ii) an (outer) gradient with respect to weights w. While PGD-SGD minimizes the worst-
case loss in an e-neighborhood (specifically /5 or £, ball) of X, DESGD minimizes an average loss
over our specifically designed probability distribution (Assumption [3) in the neighborhood of X.
DESGD does this via sampling points in the immediate £2 neighborhood of X, which correspond to
high loss values, with higher probability as compared to points further away.

The width of the Gaussian smoothing is adjusted with ~, which is analogous to controlling the
projection radius € in the inner-maximization of PGD-SGD (refer Algorithm [3|in Appendix |C|of
the supplement). The Langevin sampling updates in Algorithm [I] are therefore analogous to the
gradient updates in the inner maximization of Algorithm[3|in Appendix[C] with an additional distance
annealing penalty and noise. Meanwhile, there is an outer minimization of an augmented loss function
with respect to network weights in both algorithms. In this way, DESGD can be re-interpreted as a
stochastic formalization of ¢2-PGD-SGD, with noisy controlled updates. Intuitively this also suggests
that the formulation described in Eq. [T1|should be more robust against £-ball attacks.

Extension to defense against ( .-attacks: It is evident that due to the isotropic structure of the Gibbs
measure around each data point, the primary form of DESGD is best suited for ¢y attacks. However
this may not necessarily translate to robustness against ¢, attacks. For this case, one can use an
alternate assumption on the distribution of potential adversarial examples.

Assumption 3. We consider a modification of the distribution in Assumption [2] to account for
robustness against . type attacks:

Zy, exp (L(X Y, w) — 2| X' — X|o) if 0<L(X;Y,w)<R
X/.X Y. — X,w,y [ 2 e8] = sy Ly =
XX, Yyw,7) {0 if L(X;Y,w)>R
(12)
where || - || is the {o, norm on the vectorization of its argument and Zx ., normalizes the

probability.

Now the corresponding Data Entropy Loss for ¢, defense is:
Lae oo(w; X,Y) = Z)_(}wﬁ/ L(X';Y,w)exp (E(X’;Y,w) - %HX - X’OO>dX’
X/

and our new objective is to minimize this augmented objective function Lge o (w; X,Y"), which
resembles a averaged version of the loss function with a exponential /., kernel along the data
dimension which accounts for points in the ¢, neighborhood of X which have high loss. The SGD
update can be designed as follows:

VwLae,oo(w; X,Y) = VyExropx [L(w; X',Y)]
= w =w -1V Lieoo(w; X,Y)
where the expectation over p(X') is computed by using samples generated via Langevin Dynamics:
X' = X' 4V x log p(X™) + /20N (0, )
Plugging in the distribution in Eq[12]the update rule for sampling X":

X't = X" 4V xs (L(X’t;Y,w) - %HX - X’||Oo) + v/2nN(0,1)

= X'+ nVx L(X" Y, w) 4 vsign(X; — Xi') - 1+ /20N(0,1) (13)

where ¢ = argmax; |X; — Xj/»t| and j scans all elements of the tensors X, X" and 1; = §, ;.

Note that the third step in the update rule navigates the updates X’**! to lie in the immediate /.,
neighborhood of X, which replaces the sgn(V L, (X;Y, w)) update in IFGS (refer Appendix [Clin
supplement).



Table 1: Training time comparison in seconds.
SGD | Entropy SGD | ¢; PGD | /., PGD | {5 Data Entropy SGD | /., Data Entropy SGD
MNIST | 1101 1582 2989 3114 3017 3320
CIFARIO | 6840 8321 14218 16985 16860 16745

4 Experiments

In this section we perform experiments on LetNet5 trained on MNIST dataset and VGG-11 on
CIFAR10. We also replicate all experiments on denser models such as ResNet18 in Appendix [D]of
supplement. We conduct our studies on six different classic as well as robust training algorithms:
SGD, Entropy SGD, /5 Data Entropy SGD, /., Data Entropy SGD, /5 PGD training, and /.,
PGD training to train LeNet5 and VGG-11 respectively, compare results and obtain accuracies for
classification with a range of adversarial samples corresponding to different e-values for a given A,
defined as A, . = {0 : ||0]|, < €}. The adversarial samples were generated using PGD [[11] and
IFGS [27] attacks. Further architecture details are provided in Appendix

Generating adversarial samples: Attacks are generated according to a range of ¢ values, by using (i)
PGD [[11] attack on #5-ball for values ¢ = {0, 0.33,0.66, ...6.00} and (ii) FGSM attack [27] on £
ball e = {0,0.025,0.05,...0.5}. For CIFAR-10, the range of € values using PGD attack on /5 ball
are in the range {0, 0.33,0.66, . . . 4.00} and for FGSM attack on £ ball, e = {0,0.01,0.02,...0.1}.

Training algorithms: (1) SGD: We trained a LeNet5 for the MNIST dataset, setting batch size of
128, SGD optimizer using PyTorch framework with a learning rate of 0.1. We trained a VGG-11 for
the CIFAR10 dataset using the same settings as above. We obtained validation accuracy of 99.8% on
MNIST dataset and 98.48% on CIFAR10 dataset. These networks provides a baseline model against
a variety of adversarially trained networks. Next, we train both networks using (2) Entropy SGD,
with L = 1 langevin steps and v = 10, batch size of 128 and learning rate of 0.1. Then we test out
the (3) PGD training trained with (i) ¢y attack ball with e = 3 (ii) ¢, attack ball with e = 0.3.

Lastly we test the performance of the algorithms described in this paper, i.e. (3) Data-Entropy SGD
designed for (i) ¢, attacks with L = 20 langevin steps, v = 107° and §; is a random normally
distributed vector with ||0;]]2 < 3 for initialization in step 4 of Algorithm [I| (ii) /. attacks with
L = 20 Langevin steps, v = 10~ with ||J;|| s < 0.3 for initialization. All algorithms are trained for
50 epochs. The later two broad approaches for robust training also used learning rate of 0.1 and all
algorithms were trained for 50 epochs.

MNIST: The results for MNIST dataset were generated using Intel(R) Xeon(R) W-2195 CPU @
2.30GHz Lambda cluster with 18 cores with NVIDIA TITAN GPU and PyTorch version 1.4.0. We
demonstrate our results in Figure[I] As can be seen, for {5 attack , ¢, Data Entropy SGD trumps /(5
PGD-SGD (FiglT] (a)) in terms of robustness of classification accuracy against ¢ attack at radius
¢ = 3. Note that fairness of comparison between /2 and ¢, trained approaches largely relies on
picking perturbation radii which produce comparable errors in classification.

Similarly, Data Entropy SGD (/) trumps PGD-SGD (¢) (Fig (b)) at larger attack radii in terms
of robustness of classification accuracy against /., attack. In Appendix [D] [Figure 4 we show the
class-wise performance of these approaches classwise for digits in MNIST and demonstrate an attack
setting at which the models trained with naive SGD and Entropy SGD mispredict the target labels,
whereas Data Entropy SGD (DESGD) predicts the correct target labels for those adversarial samples.

CIFARI10: The experiments for CIFAR10 dataset were conducted on Intel(R) Core(TM) 19-7920X
CPU @ 2.90GHz lambda cluster with 4 GeForce GTX 1080 Ti GPUs. We test the robustness of all
six networks trained on the CIFAR10 dataset. We demonstrate results in Fig.[2] As can be seen,
Data Entropy variants outperform its competitors. As can be seen, for ¢, attack , /o Data Entropy
SGD trumps ¢ PGD-SGD (Fig[2] (a)) in terms of robustness of classification accuracy against (5
attack. Similarly, ¢, Data Entropy SGD trumps /., PGD-SGD (Fig[2] (b)) in terms of robustness of
classification accuracy against £, attacks.

In Table[I] we tabulate the training times required for all algorithms. As can be seen the running times
for Data Entropy SGD are more comparable to the PGD based training approaches. All additional
experiments can be found in Appendix
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Figure 1: Overall accuracy on MNIST dataset with following networks : 1) SGD 2) entropy-SGD
3) ¢5 PGD training 4) ¢, PGD training 5) DE-SGD(¥5) training 6) DE-SGD({.) training. The
networks are attacked by (a) ¢2-bound and (b) /., bound adversaries with various € values.
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Figure 2: Overall accuracy on CIFAR-10 dataset with VGG-11 network variants : 1) SGD 2) entropy-
SGD 3) ¢5 PGD training 4) /., PGD training 5) DE-SGD(¥5) training 6) DE-SGD({) training. The
networks are attacked by (a) ¢2-bound and (b) /., adversaries with various € values.

5 Conclusions and discussion

We propose a new algorithm for robustifying neural networks against adversarial attacks. We
demonstrate comparable, and in certain regimes, superlative performance of our algorithm (DESGD)
against state of art. Future directions involve a thorough theoretical analysis of our proposed algorithm.
We also plan to test out this approach over larger datasets, such as ImageNet.

6 Broader impact

The vulnerability of modern machine learning systems to adversarial attacks is a major impediment
to their widespread deployment in safety-critical real world applications (such as self-driving cars).
Therefore, it is imperative to develop increasingly more effective and robust machine learning models.
Our approach in this paper constitutes an addition to the growing body of work in this literature that
addresses this imperative.
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A Recap: Entropy SGD

Algorithm 2 Entropy SGD

I: Input: X = [Xp,,Xp, ... Xp,|, f,n,7,w=u’~,a,¢
2: fort=0,---T —1do
3: forj=1,---Jdo

4: w0 wt, p¥ — wt {Repeat inner loop for all training batches j}

5: fork=0,---, K —1do

6: dw'™ % ZZZI 7vw:ka(f(w; I7)) + ’Y(wk - w/k) {v‘rl € XBJ'}

7: wk Tt w'k + n'dw'® + /277eN (0, 1) {Langevin update }

8: pF < (1 — a)pk + aw™+1

9: end for

10: ut — pk

11: wi Tt w! — py(wt — pt) {Repeat outer loop step for all training batches 7}
12:  end for

13: end for

14: Output < w”

In [16] authors claim that neural networks that favor wide local minima have better generalization properties, in
terms of perturbations to data, weights as well as activations. Mathematically, the formulation in Entropy SGD
can be summarized as follows. A basic way to model the distribution of the weights of the neural network is
using a Gibbs distribution of the form:

p(w; X,Y, 8) = Z)_(,IB exp (—ﬁﬁ(w; X, Y))

When 3 — oo, this distribution concentrates at the global (if unique) minimizer of £(w*; X,Y"). A modified
Gibbs distribution, with an additional smoothing parameter is introduced, which assumes the form:

P50, XY = 109) = 2 0 (~£00/5X,Y) = Fu’ — wl) (14)

where Z.,, x,, normalizes the probability.

Here v controls the width of the valley; if v — oo, the sampling is sharp, and this corresponds to no smoothing
effect, meanwhile v — 0 corresponds to a uniform contribution from all points in the loss manifold. The
standard objective is:

min £(w; X,Y) := min — log (exp (—L(w; X, Y)))

= min — log (/ exp (—E(w/; X, Y))é(w — w/)dw')

which can be seen as a sharp sampling of the loss function. Now, if one defined the Local Entropy as:

Lent(w; X,Y) = —10g(Zw,x,v,y)

= —log (/ exp (—ﬂ(w/;X, Y)— %Hw - w/||§) dw')

our new objective is to minimize this augmented objective function Len:(w; X, Y"), which resembles a smoothed
version of the loss function with a Gaussian kernel. The SGD update can be designed as follows:

VwLent(w; X,Y) = =V (log(Zw,x,v,7))
=7 % VuZuw x )

w, X,y
-z, < [ e (X = Jo =) 4w - w')dw’)
S S S R R

= Ew’rvp(w’) |:’)/(’LU - 'LU/)]
Then, using this gradient, the SGD update for a given batch is designed as:
wh=w— NVwLent(w; X,Y)
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Algorithm 3 PGD SGD

1: Input: [Xp,, Xp,...Xg,], fin,n,w=uw"¢
2: fort=0,---T —1do

3 forj=1,---Jdo

4: x’oex{VxeXBj}

5 fork=0,--- ,K—1do

6: da'® < L5 Voo L(f (wh; 2))

7 /* 1 2’ 4 y/dx’* {Gradient ascent}
8: project, A (2, €)

9: end for

10: pt < L(w',2'%) {batch loss for X, }
11: dLt + V! {gradient of batch loss}
12: witt « w! — ndLt

13:  end for

14: end for

15: Output 1 — w’

This gradient ideally requires computation over the entire training set at once; however can be extended to a batch-
wise update rule by borrowing key findings from [[17]. This expectation for the full gradient is computationally
intractable, however, Euler discretization of Langevin Stochastic Differential Equation, it can be approximated
fairly well as

W' =W + 7'V logp(w’) + /20N (0,1)

such that after large enough amount of iterations wt — w®™ then w™ ~ p(w’). One can estimate

Evw/ mp(w) [’Y(w —w )] by averaging over many such iterates from this process. This result is stated as it
— Zimg(wy)
- PR
further accrue exponentially decaying weighted averaging of g(w;) to estimate E.,/,p(w)[g(w")]. This entire
procedure is described in Algorithm[2]

is from [16]): Eopmp(uw) [g(w’)] . This leads to the algorithm shown in Algorithm One can

This algorithm is then further guaranteed to find wide minima neighborhoods of w by design, as sketched out by
the proofs in [16].

B Stochastic Gradient Langevin Dynamics

Stochastic Gradient Langevin Dynamics combines techniques of Stochastic Gradient Descent and Langevin
Dynamics [17]]. Given a probability distribution 7 = p(60; X), the following update rule allows us to sample
from the distribution 7:

0" = 0"+ nVep(0'; X) + 2¢/n'e (15)
where 7' is step size and ¢ is normally distributed. Then, as t — oo, § ~ 7.

While this update rule in itself suffices, if the parameters are conditioned on a a training sample set X, which is
typically large, the gradient term in Eq. [T3]is expensive to compute. [17] shows that the following batch-wise
update rule:

0" = 0"+ nVep(0'; X5,) + 2¢/n'c
suffices to produce a good approximation to the samples 6°~° ~ 7. In Algorithm 0 is the set of perturbed
points X’. In each internal iteration, we look at subset of trainable parameters X 'Bj . We update the estimate for
X jgj by only considering data-points X p; at a time. In the current formulation the set of iterable parameters
X }Bj only ’see’ a single batch of data X, ; a better estimate would require X fsj to be updated by iteratively

over all possible batches X, , kK = 1, 2.....J. However in practice we observe that just using the corresponding
batch X, _; suffices. In future work, we will explore the theoretical implications of this algorithmic design.

C Universal defense: PGD-SGD and IFGS

In Algorithmwe describe the PGD-SGD algorithm. In [11]] authors demonstrate that PGD based-attack is the
best possible attack that can be given for a given network and dataset combination. Theoretically,

o = arg max L(f(d;x +9),9) (16)
p
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Figure 3: Test accuracy under ¢, adversarial attack on ResNet18 models trained on CIFAR10.

and if this maximization can be solved tractably, then a network trained with the following min-max formulation
is said to be robust:

min max L(f(w; X +6,Y),Y) a7

w SeEN,
Furthermore they show that first order based gradient approaches, such as SGD, are sufficient to suitably optimize
the inner maximization over the perturbed dataset. This can be obtained using the following gradient ascent
update rule:
X' =X"+0Vxexts L(f(w, X +6;Y),Y)

(see also Step 7 of Algorithm@). Note that when A, = Ao, this projection rule represents a noise-less version
of the update rule in DESGD (see Algorithm/[I] line 8).

Iterative Fast Gradient Sign (IFGS) method effectively captures a similar projection based approach which
performs an update within an ¢, ball. This update is given by:

X' = X' + 1 sign(Vx L(f (w, X' +5Y),Y))

Note that this update rule constructs an adversarial example within £.-ball, during the training procedureﬂ
Meanwhile, given our proposed adversarial example sampling criterion in Assumption [3 our update rule is
slightly different (see also Eq. [[3).

D Additional experiments and details

We provide additional details as well as experiments to supplement those in Section[d] We run all experiments
on the MNIST dataset using the LeNet5 network configuration. This network consists of three convolutional
layers with two max-pooling layers interspersed, along with a final fully connected layer. The activations after
each convolution are followed with a ReLU activation. The output of the final fully connected layer is followed
by a sigmoid (softmax) activation.

In Figure ] we show the predictions of various different networks on adversarial examples generated on MNIST.
We can see that SGD and Entropy SGD trained networks are incapable of producing the correct label for this
example (they both predict “1" for true label “2"), where as PGD-retrained as well as DESGD produces the
correct label, which is “2", even under significant data corruptions.

The experiments on CIFAR10 datasets are done using two different networks. Experiments on VGG-11 are
shown in the main paper (Section[d). We also show additional experiments on ResNet18 network below. The
configuration of VGG-11 is as follows. This architecture consists of eight convolutional layers, five maxpooling
operations, interspersed with ReLU activation. This is followed by three fully-connected layers and softmax
operation. Similarly ResNet18 consists of 18 layers and 5 residual blocks.

We provide experimental results on ResNet18 trained on CIFAR10 dataset in Figure[3] We compare between
three approaches (i) standard network trained using SGD, (ii) adversarially trained network using FGSM, (iii) the
{~ formulation of DESGD, using update rule Eq. We demonstrate that out proposed approach, generalizes
well even on ResNet type configurations. For the ResNet experiment, we use the following settings for each
algorithm: (i) SGD, learning rate=0.05, momentum=0.9, 50 epochs (ii) PGD-SGD (), learning rate=0.1, 20
epochs and € = 0.2, 10 inner iterations (iii) DESGD (¢, ) with step size 0.01, learning rate-0.1, initial point &,
such that HXJ’E?J, — X5, ||loc = 0.2, 10 inner iterations with step size 0.01, ¥ = 10~ ". Note that the performance
of all networks may be further improved by doing a better hyper-parameter search.

For the attack, we used used range of perturbations o, = [0,0.4], with a step of 0.05. The attacks were
generated using IFGS method.

“Note that we refer to IFGS as PGD-SGD({., ), interchangeably in this paper.
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Natural, P(2) = 0.232 L? adversary, eps=2.0, P(1) = 0.202 L~ adversary, eps=0.2, P(1) = 0.204

(a) SGD model

Natural, P(2) = 0.232 12 adversary, eps=2.0. P(1) = 0.202 L™ adversary, eps=0.2, P{1) = 0.204

(b) Entropy SGD model

Natural, P(2) = 0.229 L? adversary, eps=2.0, P(2) = 0.173 L~ adversary, eps=0.2, P(2}) = 0.159

(c) Data Entropy SGD ¢2 model

Natural, P(2) = 0.232 12 adversary, eps=2.0. P(2) = 0.203 L™ adversary, eps=0.2, P(2) = 0.173

(d) PGD /5-retrained

Natural, P(2) = 0.231 L? adversary, eps=2.0, P(2) = 0.199 L~ adversary, eps=0.2, P(2) = 0.2

(e) PGD /- retrained

Figure 4: [MNIST] SGD, Entropy-SGD, Data Entropy-SGD (¢> model), PGD /sretrained and PGD
£+ retrained model performance on clean and adversarial samples. We display the class-probability
corresponding to the class which has highest probability. The examples in (a) and (b) are misclassified,
however (c)-(e) are correctly classified.
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